
Legacy technologies such as VPNs and virtual desktops were never designed for a world 
where most people work outside the office at least part of the time. Not only do these 
legacy technologies not scale, but they also introduce additional security risks. A shift to 
Zero Trust security models is critical, and well overdue. 

Blackberry used the Gartner Peer Insights platform 
to survey 300 IT and Infosec leaders supporting 
hybrid workforces to understand how they’re 
approaching BYOD security.

Respondents: 300 IT & InfoSec leaders

Data collection: September 6 - December 7, 2022

ZTNA for Hybrid Work Environments

Hybrid work environments mean less control over how and 
where corporate data is accessed

Over three-quarters of respondents (76%) say their employees may access corporate data 
from privately owned devices.

How do employees in your 
organization access corporate data?

With privately 
owned 
devices only

Unsure

38%

0%

With both 
corporate and 

privately 
owned devices

38%

With corporate 
devices only

24%

Additionally, to support growing hybrid workforces, 95% of respondents say their employees 
may access corporate data from off-site.

Where can employees access 
corporate data from?

On-site only

Off-site only

5%

9%

Both on- and 
off-site

86%

Unsure
0%

VPNs are difficult to enforce, and are quickly becoming 
obsolete in today’s hybrid work environments 

80% of tech leaders use a VPN as part of their cybersecurity strategy.

Does your organization use a VPN as part 
of your cybersecurity strategy?

Yes No Unsure
80% 15% 5%

Among those who have access to a VPN, nearly half (47%) say employees and contractors 
are authorized to access private corporate data and apps without it. 

Are your employees and contractors authorized to 
access private corporate data and apps without 

the use of VPN? (n=239)

Yes No Unsure
47% 52% 1%

Additionally, 74% of respondents who use a VPN say they are not confident or don’t know if 
a VPN is sufficient to protect their organization from cyberattacks.

Are you confident that the use of VPN is sufficient to 
protect your organization from cyberattacks? (n=239)

Yes
26%

No
62%

Don’t know
12%

Not 
applicable 

1%

63% of respondents using a VPN say they plan to replace it with a Zero Trust solution that 
requires continuous authentication and authorization within the next two years.

Does your organization plan to replace VPN with a 
solution that requires continuous authentication 

and authorization? (n=239)

Yes, in the 
next 7-12 
months 

Yes, in the next 
13-18 months

Yes, in the next 
19-24 months

Yes, but I'm not 
sure when

25%

9%

3%

15%

Yes, in the next 
6 months

26%

No

Unsure 

14%

8%

Security teams are rapidly moving towards Endpoint 
Protection Platform (EPP) and Zero Trust Network Access 
(ZTNA) for their next-gen security needs

While less than a quarter of respondents (24%) are using an AI-based endpoint protection 
solution today, 46% say they plan to implement one within the next year.

Is your organization using an AI-based endpoint 
protection solution today or do you plan to start 

using one in the next 12 months?

We’re using it today 

We plan to implement it  
within the next 12 months

We plan to implement it  
in more than 12 months

We do not plan on  
implementing an AI-based  
endpoint protection solution 

Unsure

24%

46%

16%

10%

4%

Similarly, just 17% of respondents are using ZTNA today, but 53% say they plan to implement it 
within the next 12 months.

75% of respondents who have integrated EPP and ZTNA as a part of their cybersecurity 
strategy (n=133) say they are satisfied or very satisfied with the level of security that their 
current solutions provide.

Less than half of the surveyed leaders say EPP and ZTNA are currently integrated as part of 
their cybersecurity strategy.

Is your organization using ZTNA today or do you 
plan to start using it in the next 12 months?

How satisfied are you with the level of security that your 
current EPP and ZTNA solutions provide? (n=133)

If your organization is currently using EPP and 
ZTNA today, are they integrated as part of your 

cybersecurity strategy?

Unsure
7%

9%

14%
53%

17%We do not plan on 
implementing ZTNA

We plan to implement it 
in more than 12 months

We plan to start using it 
within the next 12 months

We’re using it today

Yes
44%

No
23%

Unsure
19%

Not applicable 
14%

Very satisfied
11%

Satisfied
64%

Neutral 
24%

Unsatisfied
1%

Very unsatisfied
0%

Adaptive access control (71%), the ability to separate managed and unmanaged devices 
(65%) and continuous authentication and authorization (62%) top the list of features ZTNA 
users look for in a solution.

What features do you look for in a 
ZTNA solution?*

Adaptive access control

Segmented network access control 48%, Source IP restriction to SaaS and private apps 41%, 
Easy to configure 30%, Cloud native and easy to scale 24%, Shadow IT 7% 

Ability to separate managed 
and unmanaged devices

Continuous authentication 
& authorization

Built-in threat detection

 AI-powered

71%

65%

62%

52%

49%

Respondent Breakdown

North America 71%

Region

APAC 13%

EMEA 16%

Company SizeTitle

1,001-5,000 
employees

Director

47%

10,001+ 
employees

5,001-10,000
employees

12%

VP

C-Suite

38%

Manager
3%

5% 86%
9%
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85% of surveyed leaders who use a VPN (n=239) say that they use two or more other 
security components in addition to VPN.

How many other security 
components is your organization 

using in addition to VPN to 
protect your network? (n=239)

1

2

3

4+

None

Unsure

5%

42%

23%

20%

3%

6%

*Multi-select answer options.


