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Evolving OT Cybersecurity
Posture in Manufacturing
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OT and IT Integration Creates Opportunities

While sensitive operation technology (OT) functions remain air-gappe
e increasingly being connected to information technology () networ
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Many OT systems in use today are. A successful ransomware attack

decades old, run by outdated Could shut down a manufacturing
hardware, and may use connected facilty, resutting in thousands to
16T devices that cannot be updated millons of dollars in actual costs
or patched, craating securty risks. and lost productiiy.

Ransomware is a major attack outcome.
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The IoT Attack Surface Is Huge

gital ransformation is driving factory-floor conn

deployed in many criical appiications in manufacturing as

026, IDC forecasts there willbe over 49 billon
connected IoT devices in place, up from 38 bilion in 2022.

From a device managementsecurity perspective,
manufacturers rank thelr concerns around loT deployment:

Breaches of OT Networks Likely to Start in IT Networks

A potential breach of an OT
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] More remote workers and more OT
: systems are being monitored
remotely, creating opportunities for

sophisticated attackers.

Air-gapped systems sl require a comprehensive on-site securly program,
as all it takes is one unsecured USB port to compromise an organization.
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IT Plays a Major Role in Managing and Protecting OT Systems

IT analysts (for theircybersecurty knowledge) and OT engineers
{for their OT knowledge) need to work closely together.
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Message from the Sponsor

BlackBerry. Cybersecurity
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